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> communication in disaster hit areas
¢ MANET nodes are constrained in :
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e Hybrid Hierarchical scheme (HH-KAS) was Id Secret Keys Shared Keys at Level 2 for Node 4,
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at non-leaf levels, and
> SOK key agreement scheme given by
Sakai et al. at leaf level.

BIOS - SOK Key Agreement Scheme

e HH-KAS is fully resilient at leaf level and Comparison of BIOS-SOK and HH-KAS
\_ " esilient upto a threshold at non-leat levels - Scheme : Polynomial based HH-KAS Subset based HH-KAS BIOS-SOK KAS
Thresholds : t. =t =3 t. =7, t =31 t. =t =3 t. =7, t, =31 n,=n,=4 n, =8, n =32
1 2 1 2 1 2 1 2 1 2 1 ! 2
/ Tools \
Key-Size Root : 100 Root : 19008 Root : 28768 Root : 8930800 Root : 4 Root: 8
o et G . G 0 GT be cyclic prime order groups (# of group Leaves: 16  Leaves:256  Leaves:1800 Leaves: 35000 Level1: 3 Level 1:6
. . : . elements) Level2: 4 _evel 2: 8
then, pairing is a efticiently computable map Coaves . 4 | Leaves: 39
e. G1 XGZ_’GT which satisfies : Shared Key 1 pairing 1 pairing 1 pairing 1 pairing 3 pairings 3 pairings
> Bilinearity . Va,beF , VPe G1, VQ e Computation 16 EC mult's 256 EC mult's 450 EC add’s 11000 EC add’s 6 hashing 6 hashing
_ _ ab 1800 hashing 35000 hashing
G, : e(aP, bQ) = e(P, 8))
> Non—degeneracy : e(P, Q) + 1 ggﬁ:ﬁgtgﬁgn 39703 m 407623 m 987125 m 11052275 m 47415 m 47415 m
e Basic Id One way function Scheme (BIOS) is (in terms of

a deterministic key pre-distribution (KPD) field mult's)

scheme introduced by Lee and Stinson
e BIOS achieves perfect resiliency and
complete connectivity with fewer keys/node

Properties

e Non-Interactive : Any two nodes can compute a shared secret key without any interaction

\anen compared to randomized KPD / e Identity-based : to compute the shared secret key, a node only needs its own secret key
SCHCINES. and peer’s identity
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